
     
 

 
 
 
 

SHADOWY FIGURES:  
TRACKING ILLICIT FINANCIAL TRANSACTIONS IN THE 

MURKY WORLD OF DIGITAL CURRENCIES, PEER–TO–PEER 

NETWORKS, AND MOBILE DEVICE PAYMENTS 
 

BY 
 

JOHN VILLASENOR 
 

NONRESIDENT SENIOR FELLOW 
GOVERNANCE STUDIES AND THE CENTER FOR TECHNOLOGY INNOVATION, THE BROOKINGS INSTITUTION 

 

CODY MONK 
 

INSTRUCTOR/LECTURER 
NATIONAL INTELLIGENCE UNIVERSITY AND THE NAVAL POSTGRADUATE SCHOOL 

 
CHRISTOPHER BRONK 

 

FELLOW IN INFORMATION TECHNOLOGY POLICY 
JAMES A. BAKER III INSTITUTE FOR PUBLIC POLICY, RICE UNIVERSITY 

 
 
 
 

AUGUST 29, 2011 
 



Shadowy Figures: Tracking Illicit Financial Transactions 

2 
 

THIS PAPER WAS WRITTEN BY A RESEARCHER (OR RESEARCHERS) WHO PARTICIPATED IN A 

BAKER INSTITUTE AND CENTER FOR TECHNOLOGY INNOVATION AT BROOKINGS RESEARCH 

PROJECT. THE RESEARCH AND VIEWS EXPRESSED IN THIS PAPER ARE THOSE OF THE 

INDIVIDUAL RESEARCHERS, AND DO NOT NECESSARILY REPRESENT THE VIEWS OF THE JAMES 

A. BAKER III INSTITUTE FOR PUBLIC POLICY OR THE CENTER FOR TECHNOLOGY 

INNOVATION AT BROOKINGS. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

© 2011 BY THE JAMES A. BAKER III INSTITUTE FOR PUBLIC POLICY AT RICE UNIVERSITY 
AND THE CENTER FOR TECHNOLOGY INNOVATION AT BROOKINGS 

 
THIS MATERIAL MAY BE QUOTED OR REPRODUCED WITHOUT PRIOR PERMISSION,  

PROVIDED APPROPRIATE CREDIT IS GIVEN TO THE AUTHORS, THE 
JAMES A. BAKER III INSTITUTE FOR PUBLIC POLICY, AND THE 

CENTER FOR TECHNOLOGY INNOVATION AT BROOKINGS. 



Shadowy Figures: Tracking Illicit Financial Transactions 

3 
 

ABOUT THE CENTER FOR TECHNOLOGY INNOVATION  
AT BROOKINGS 

 
The Center for Technology Innovation at Brookings focuses on delivering research that 

impacts public debate and policymaking. Our work centers on identifying and analyzing key 

developments to increase innovation; developing and publicizing best practices to relevant 

stakeholders; briefing policymakers about actions needed to improve innovation; and enhancing 

the public and media’s understanding of technology innovation.   

 

The Brookings Institution is a private, nonprofit organization. Its mission is to conduct  high 

quality independent research and to provide innovative, practical recommendations for 

policymakers and the public. The conclusions and recommendations of any Brookings 

publication are solely those of its author(s), and do not reflect the views of the institution, its 

management, or its other scholars. 
 
 
 

ABOUT THE JAMES A. BAKER III INSTITUTE FOR PUBLIC POLICY  
AT RICE UNIVERSITY 

 
The mission of the Baker Institute is to help bridge the gap between the theory and practice of 

public policy by drawing together experts from academia, government, media, business and 

nongovernmental organizations. By involving policymakers and scholars, as well as students 

(tomorrow’s policymakers and scholars), the institute seeks to improve the debate on selected 

public policy issues and to make a difference in the formulation, implementation and evaluation 

of public policy, both domestic and international. The Baker Institute is an integral part of Rice 

University, one of the nation’s most distinguished institutions of higher education. The efforts of 

Baker Institute fellows and affiliated Rice faculty focus on several ongoing research projects, 

details of which can be found on the institute’s website, http://bakerinstitute.org. 



Shadowy Figures: Tracking Illicit Financial Transactions 

4 
 

Executive Summary 

 

The history of the movement of money is as complex and varied as the history of money itself, 

and includes ships laden with gold bullion, desert caravans carrying salt or cowry shells, armored 

trucks filled with banknotes, paper checks, and today, a large and quickly growing list of digital 

transfer methods. Secrecy and anonymity have always played roles in the movement of money, 

most commonly because they offer a strong measure of privacy and protection against being 

targeted by thieves, but also because the parties in financial transactions can have other 

reasons—some legitimate, some not—for keeping a low profile.  

 

The combination of the enormous growth in social networks, the complexity of peer-to-peer 

systems and software, and the number of Internet and wirelessly connected devices is altering the 

landscape of financial transactions at a rate and to a degree that is unprecedented. Today, such 

transactions can be conducted not only using traditional, state-backed currencies, but also 

through purely digital currencies, virtual currencies, and virtual goods. In addition, mobile 

phone-based money transfer systems enabling traditional currencies to be moved in novel ways 

are experiencing rapid adoption, particularly in developing nations. 

 

Almost no one would argue that governments do not have a right to track and trace digital 

financial transactions associated with activities such as terrorism and human trafficking. It is less 

clear, however, how governments can surmount the formidable technical and organizational 

challenges associated with detecting and monitoring these transactions. The solution will require 

a combination of self-regulation, government-industry collaboration, and change in both 

technology and culture within government agencies. 
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Introduction 

  

“Follow the money. Always follow the money,”1 advises Deep Throat in the 1976 Watergate 

film All the Presidents Men. “To where?” Bob Woodward’s character responds. This exchange 

captures the essence of financial transactions, which, at their core, involve combining the 

concepts of money, movement, and location. 

 

Today, information can be exchanged among billions of computers, mobile phones, tablets, and 

other Internet and wirelessly connected devices. There are robust online markets in virtual goods, 

sometimes paid for using virtual currencies. Computers across the globe can be used collectively 

to store information in a distributed manner so that the information is, in a sense, both nowhere 

and everywhere at the same time. Encrypted data that conveys or unlocks value can move 

thousands of miles in milliseconds. And all of this flexibility is being used to design new ways to 

move money.  

 

As a result, the landscape of financial transactions today involves levels of complexity that 

would have been unimaginable in the Watergate era. Increasingly, this landscape also includes 

systems explicitly designed to deliver financial opacity. Using these systems, the proverbial 

suitcase filled with cash can now be handed to someone on the other side of the world as 

easily—or more easily—than it can be handed to someone in a city park in the dark of night. 

 

While there is a wide spectrum of views regarding the right to digital privacy, almost no one 

disputes the notion that the right to digital financial privacy does not extend to providing an 

impenetrable legal shield for the online financial activities of terrorist groups, human traffickers, 

or drug cartels. Today, government agencies and other organizations that include monitoring of 

illicit financial activity within their charter face an environment in which the methods to track 

transactions are increasingly mismatched to the methods used to perform them. Resolving this 

mismatch will require new tools, increased cooperation within and across governments, and 

cultural changes. 
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Hiding in Plain Sight 

 

While financial obfuscation can benefit from advanced technology, it does not require it. For 

example, Hawala2 and other informal value transfer systems long predate the advent of 

computers and the Internet, and, in more recent years, have been of concern to authorities 

because of their potential to be used for money laundering and terror financing.3 Modern 

technology changes the game, however, by enabling an almost endless list of new ways to 

facilitate financial opacity. 

 

Technology-facilitated transactions can be designed to be invisible. Alternatively, they can be 

designed to be visible but anonymous. Amounts, sources, and destinations can be intentionally 

structured to be misleading. Transactions can be masked as other activities appearing to have 

nothing to do with money. The possibilities are limited only by the demonstrably high levels of 

imagination and skill of people who dream up new ways to use technology. 

 

Obfuscation is possible, in part, due to a positive feedback loop with respect to scale. As the 

ecosystem designed to support opaque transactions grows in size and sophistication, such 

transactions will become easier and more efficient to conduct, thus attracting more participants to 

join the ecosystem and further increasing its power to obfuscate. The Internet and the profusion 

of wireless devices and networks greatly expands the ability to decentralize, and, therefore, to 

hide. As a result, while every digital transaction may in theory be available to find, tracing a 

specific suspect transaction that is intentionally buried “in the noise” can be like trying to find a 

pickpocket who just stole a wallet in a crowded market. The knowledge that the pickpocket is 

certainly among the hundreds of people within view is of little comfort if there is no practical 

ability to search every person in the market.  

 

Scale enables vanishingly low transaction costs, which are an essential element in the ability to 

hide larger movements of money by conducting many smaller transactions. A movement of 

$900,000 conducted using 100 different electronic transfers of $9,000 might be easy to spot. If, 

however, the power of a large, distributed online network were used to move this money using 
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100,000 transactions with randomized amounts generally in the $6 to $15 range, detection would 

be much more difficult. 

 

Increased scale also contributes to trust. The recipient of a payment must have confidence that 

the transaction is genuine, that it will hold its value, and that others will later accept it as a 

medium of exchange. A person making a payment places trust in the ability of the entities 

involved in delivering the payment to complete and verify the delivery. As digital approaches for 

hiding payments become more mature, they will have more liquidity and higher volumes and 

thus be trusted by larger numbers of users. 

 

A Multiplicity of Currencies 

 

In l996, physician Douglas Johnson started spending his evenings writing software to create e-

gold, a new digital currency that, though not issued by any government, would be fully backed 

by gold stored at various locations around the world. By 2001, there were nearly 300,000 e-gold 

customer accounts with an aggregate value of about $16 million.4 As it grew, Nevis-based e-gold 

drew attention from criminals who found it a convenient means to launder money and conduct 

transactions related to identity theft, and then from the U.S. Department of Justice, which in 

April 2007 unsealed an indictment charging Johnson and two principal e-gold directors with, 

among other crimes, money laundering and operating an unlicensed money transmitting 

business.5 As the Department of Justice press release announcing the indictment stated: 

 

Persons seeking to use the E Gold payment system were only required to provide 

a valid email address to open an E Gold account – no other contact information 

was verified. Once an individual opened an E Gold account, he/she could fund the 

account using any number of exchangers, which converted national currency into 

E Gold. Once open and funded, account holders could access their accounts 

through the Internet and conduct anonymous transactions with other parties 

anywhere in the world.6 
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In addressing the indictment, FBI Cyber Division Assistant Director James Finch noted that “the 

advent of new electronic currency systems increases the risk that criminals, and possibly 

terrorists, will exploit these systems to launder money and transfer funds globally to avoid law 

enforcement scrutiny and circumvent banking regulations and reporting.”7 In July 2008, Jackson 

and the two indicted e-gold directors pleaded guilty to some of the charges and agreed to comply 

with federal and state money transfer laws.8 

 

E-gold operated openly, had centralized operations, and was overseen by at least three principals 

resident in the United States. These attributes made it easier for U.S. authorities to investigate e-

gold and bring it into compliance with U.S. banking laws—a lesson certainly not lost on those 

intent on creating the next generation of methods for anonymous money exchange. 

 

Enter Bitcoin, a digital currency based on a paper9 that was self-published on the Internet in 2009 

by an author listed as Satoshi Nakamoto, and whose true identity and location has generated 

much speculation but much less concrete information. Bitcoin utilizes a peer-to-peer network to 

create multiple complete replicas of transactions conducted by people whose identities are 

hidden behind public-private key encryption pairs.10  

 

While e-gold was backed by actual gold, Bitcoin is fully virtual, backed only by the confidence 

of the people who use it for transactions. A governmental entity attempting to shut down Bitcoin 

servers in its territory would almost certainly find that even more servers would spring up, 

Hydra-like, in other parts of the world. As of July 23, 2011, there were approximately 6.9 million 

Bitcoins trading at a value of more than $13 per Bitcoin, corresponding to a total supply of over 

$90 million.11 

 

Perhaps unsurprisingly, the use of encrypted identities in Bitcoin has spurred the creation of an 

online market that accepts payments only in Bitcoins and links anonymous drug buyers with 

anonymous drug sellers.12 As Senators Joe Manchin (D-WV) and Charles Schumer (D-NY) 

stated in a June 2011 letter sent to Attorney General Eric Holder and Drug Enforcement 

Administration Administrator Michele Leonhart, “after purchasing Bitcoins through an 
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exchange, a user can create an account on Silk Road and start purchasing illegal drugs from 

individuals around the world and have them delivered to their homes within days.”13 

 

The potential Achilles heel of Bitcoin—that each server in the network contains a complete record 

of all transactions—will almost certainly be addressed in future systems that distribute transaction 

information so that no single server or small collection of servers contains a complete transaction 

record. It is also possible to envision systems in which the transaction records are not only 

distributed, but evanescent, so that even the collective information stored on all the servers in the 

system at any given time would not enable a complete reconstruction of transaction history. 

 

Virtual Worlds 

 

Another trend with direct implications for financial transactions is the growth in virtual worlds, 

which has been accompanied by a corresponding growth in virtual goods, markets, and 

currencies. Virtual worlds are usually created to provide entertainment for their users and profit 

for their designers. However, as they have grown, they have evolved into economies with 

sufficient scale and complexity to enable the conduct of large, off-the-radar financial transactions.  

 

One of the earliest virtual worlds to achieve significant scale is Linden Lab’s Second Life, which 

uses a virtual currency called the Linden Dollar (L$). While the trade in L$ is not enormous, 

neither is it insignificant. The L$ transactions in Q1 2011 had an aggregate equivalent U.S. dollar 

value of US$30 million. The L$ money supply in Q1 2011 was equivalent to US$29.3 million, 

an increase of approximately 12 percent over the money supply in Q1 2010.14  

 

The market in virtual goods transactions related to massively multiplayer online role-playing 

games (MMORPG), which includes purchases using virtual currencies as well as real currencies 

(called real-money trade, or RMT),15 is much larger and somewhat less transparent than that of 

Second Life. This market has grown out of the ability in MMORPGs to generate currency—

“gold,” in the case of the popular World of Warcraft (WoW) game. WoW’s gold currency has 

yielded prospectors—game players paid to collect gold through gameplay that can then be sold 

outside the game platform to other players in a process known as gold farming.16 Often 
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concentrated in lower-wage countries with adequate bandwidth to service WoW online play, 

gold farming has become a genuine job option for growing numbers of people. 

 

As of 2008, the gold farming economy was estimated to include 400,000 gold farmers earning an 

average of $145 per month and producing a global market valued at $500 million.17 This is 

similar to the gross domestic product (GDP) of Samoa—still very small on a global scale, but 

many times larger than the output of Second Life.18 The means of production for gold farming 

are relatively simple—computers, connectivity, and players. Given the continued growth in 

online gaming, the gold farming economy has undoubtedly grown significantly since 2008. 

 

According to South Korean authorities quoted in an August 4, 2011, New York Times article,19 

North Korea has adopted gold farming as means to help address its perennial shortage of hard 

currency. A senior official at South Korea’s International Crime Investigation Unit stated that 

North Korean hackers had created software to accumulate points in online games that were then 

converted to cash for the North Korean government. The scheme is alleged to have generated $6 

million in under two years. 

 

Facebook has become the hub for social-network-based games, most notably in relation to 

Zynga, the company behind Farmville, Cityville, and Mafia Wars. The mechanisms that create 

an external marketplace in the WoW model have in Zynga been captured as a primary source of 

revenue. As a result, Zynga has experienced spectacular growth, with expected 2011 revenues 

pegged at almost $1 billion.20 Due largely to the growth in social-network-based games, the U.S. 

market for virtual goods is projected to exceed $2 billion in 2011.21  

 

Virtual goods can be used in novel ways to facilitate financial transactions. If $15,000 is sent in 

support of criminal activity from the United States to a foreign country using a traditional 

interbank wire transfer, the transaction will be documented in accordance with various recording 

requirements. If ownership of virtual goods worth $15,000 is conveyed from a person in the 

United States to a person overseas who then exchanges those goods for cash, assembling the 

information linking the sender, recipient, and amount would be a far more difficult task. In 

addition to technology hurdles, there would be legal hurdles arising from the number and variety 
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of entities in two or more countries that might each have partial information related to the 

transaction, and from the differing laws in those countries. These hurdles would be even steeper 

if the transaction were conducted through large numbers of intermediaries, each located in a 

different country. 

 

Mobile Money  

 

In addition to enabling virtual currencies and virtual worlds, information technology is also 

making it possible to move traditional currencies in nontraditional ways. Over the last decade, 

considerable economic activity, particularly in developing countries, has migrated to mobile 

phones. In large parts of the developing world, what were once predominantly cash and barter 

economies are being transformed by the widespread adoption of mobile-phone-enabled 

payments in locales often having limited wireline telecommunications infrastructure, spotty 

electrical grids, few paved roads, and high numbers of “unbanked” people who do not hold 

traditional bank accounts. 

 

M-PESA is a pioneering mobile money transfer (MMT) service offered by Kenya-based 

Safaricom and Vodaphone that has experienced spectacular growth. As explained in a recent EE 

Times India article:  

 

M-Pesa allows its users to load money on their mobile devices by making 

deposits with M-Pesa agents residing in rural and remote areas with limited or no 

banking facilities. The deposited money is exchanged for “e-float” which can be 

used for making payments or money transfers.22 

 

The service, which was initially launched in early 2007, grew to more than 6 million users in 

2009, more than 9 million users in 2010, and nearly 14 million users as of March 2011. In 2010, 

M-PESA was used to perform over 305 million transactions, with a daily average volume of over 

$24 million.23 
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In a survey of M-PESA users conducted in late 2009 and described in an October 2010 MIT 

report,24 more than 80 percent of users reported using M-PESA as a means to store savings.25  

 

When compared with an earlier round of the survey conducted in 2008, the 2009 results showed 

that the percentage of unbanked users had increased from 25 percent to 50 percent, and that the 

percentage of users in rural areas had increased from 29 percent to 41 percent.  

 

The success of M-PESA in Kenya has not gone unnoticed in Nigeria, Africa’s most populous 

nation, where telecom operator MTN plans to launch an MMT service modeled on M-PESA. In 

Nigeria, there are more than 85 million active mobile phone lines but only 28 million people 

with bank accounts in a population of 140 million.26 Given M-PESA’s growth rates in East 

Africa, it is likely there will be tens of millions of users of MTN’s service in Nigeria within a 

few years.  

 

MMT services are bringing banking to millions of people who have never held an account at a 

traditional bank, much in the same manner that many people in the developing world went from 

having no phone at all to having a mobile phone without ever taking the intermediate step of 

owning a landline telephone. The same demographic characteristics that favor the growth of 

MMT in Kenya and Nigeria are present across much of the developing world. For many people 

living in these regions, banking and mobile banking are, or will soon be, synonymous.  

 

It is statistically inevitable that some fraction of the more than 300 million transactions 

performed using M-PESA in 2010, and of the much larger number of transactions that will be 

performed in 2011 and future years, will not be legitimate. And some fraction of those, in turn, 

may involve payments that bear on American national security or law enforcement concerns. The 

risk that MMT could be used for money laundering or terror financing was considered in a report 

issued by the GSM Association (GSMA),27 an industry group representing the interests of more 

than 800 mobile operators across the world.28 The report notes that “agents, intermediaries, and 

retail partners” are “in a position to falsify records, [and] ignore suspicions that may otherwise be 

reported.”29 The proposed mitigation methods include actions by MMT service providers to 

“assess compliance and integrity of their agents,” to provide assistance and training in anti-
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money laundering and in combating the financing of terrorism,” and to “identify unusual activity 

and investigate an[d] take corrective action.”30 

 

While these approaches sound good on paper, they will be hard to deploy effectively on a large 

scale. According to Safaricom, there are over 23,000 M-PESA agents in Kenya alone.31 With the 

continuing rollout of M-PESA and similar services across many countries in addition to Kenya, 

the global number of mobile payment agents will likely soon be in the hundreds of thousands. 

Even when MMT service providers act with the best of intentions in the agent vetting and 

monitoring process, it will be impossible to ensure universal integrity. Each of the many agents 

in MMT services sits at a nexus of transactions. MMT is too new to have generated a significant 

historical record of publicly disclosed investigations and prosecutions regarding its use to 

support illicit transactions. However, one of the most important lessons from the cybercrime 

investigations of the last decade is that those sitting at digital financial transaction nexuses are 

well positioned to support or engage in illegal activity.  

 

For example, in the New York case People v. Western Express International, Inc., Western 

Express was alleged to have provided credit and facilitated transactions for buyers and sellers of 

stolen credit card data using the unregulated digital currencies e-gold and WebMoney.32 New 

York State Supreme Court Associate Justice David Saxe, writing for the majority in an April 

2011 opinion in the Western Express case, explained that the use of digital currencies helped 

allow transactions to be conducted discreetly and without disclosing true identities: 

 

On each transaction, Western Express earned a commission of between two and 

five percent. By arranging for these transactions to be conducted in unregulated 

digital currencies, which were then exchanged for other unregulated currencies, 

and by knowingly permitting the transactions to be conducted using aliases, 

Western Express helped the participants avoid detection by governmental 

regulatory authorities, while itself profiting at each stage of the illegal process.33 

 

In the Western Express case, the alleged crimes were financial. However, similar methods that 

exploit the decentralized nature of today’s networks could be used to move money to or within a 
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terrorist organization, to carry out money laundering, or to support other types of criminal 

enterprises. Indeed, the April 2011 Western Express opinion addressed the broader implications 

of the Internet with respect to criminal organizations: 

 

Before the advent of widespread use of the Internet, organized criminal 

organizations were always tangible entities whose location could be pinpointed 

and whose members could generally be found in relatively close proximity to 

each other and their victims. The Internet has provided an extraordinarily useful 

new tool for criminals to perpetrate crimes in entirely new ways.34 

 

The combination of MMT and mobile phone networks offers another “extraordinarily useful 

new tool for criminals to perpetrate crimes in entirely new ways.” With the spread of MMT, the 

network of devices available for possible use in illicit financial transactions includes not only 

every Internet-connected laptop computer, but almost every mobile telephone as well. In 2010 

alone, there were more than 1.6 billion mobile devices sold worldwide,35 a remarkable number 

that corresponds approximately to one mobile device sale for every three people in the world 

aged 15 or over.36 Notably, 81 percent of the mobile devices sold in 2010 were not 

smartphones37—an important consideration for MMT, which is designed to be usable through 

basic phone keypad entries.38 

 

The Way Forward 

 

Measurement of financial activity, whether at the macro level in terms of GDP or at the micro 

level in terms of specific transactions, has always been a difficult and highly error-prone 

exercise. Analysts at the CIA provided a GDP per head figure in the 1986 World Factbook for 

East Germany that was $100 higher than that of West Germany—a result that defied common 

sense and that was later attributed to a significant miscalculation of East German economic 

output.39 Despite the dogged attempts by financial analyst Harry Markopolos40 to alert the 

Boston and New York offices of the Securities and Exchange Commission to Bernard Madoff’s 

impossible and impossibly consistent returns on investment, only when access to capital dried up 

during the 2008 financial crisis did Madoff’s Ponzi scheme collapse. And, the 2008 financial 
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crisis illustrated that the economic picture constructed by the organs of the U.S. government 

tasked with financial and commercial measurement, oversight, and regulation can have 

significant blind spots. 

 

These examples illustrate that the barriers to observing financial activity can be organizational as 

well as technological. Accordingly, successfully addressing the complexities of illicit financial 

transactions in cyberspace will require structural and technological steps taken by regulatory, 

intelligence, and law enforcement agencies, as well as the private sector.  

 

The framework for interagency and international cooperation and regulation, which was largely 

drafted in a world before social networking, peer-to-peer networks, and the Internet itself, needs 

to be modified to address a financial environment in which technologies to facilitate illicit 

financial activity are proliferating. This means recognizing that multiple stakeholders in 

government and the private sector will need to collaborate and cooperate on evaluating new 

financial technologies and their potential for abuse, particularly by transnational terror and 

criminal organizations.  

 

Fostering Self-Regulation 

 

One potentially effective alternative to externally imposed regulation that is likely to gain 

support from the financial community is collaborative self-regulation with input from 

government. A recent paper from the Society for Worldwide Interbank Financial 

Telecommunication (SWIFT), a key global player in electronic transactions, acknowledged a 

“need to explore collaborative solutions . . . to address key regulatory challenges—in particular, 

to exploit open, flexible, standards-based solutions.” The paper goes on to assert the need for 

entity identification and the capacity to understand which identities are transacting, stating: 

 

A key and tangible example is entity identification. In normal times this is a dull 

subject: the industry has muddled along for years with multiple identification 

systems, creating a bonanza for vendors offering data cross-referencing services. 

This situation now has to change, however, because the regulatory imperative for 



Shadowy Figures: Tracking Illicit Financial Transactions 

16 
 

transparency dictates that more transaction-related information (especially about 

derivatives) must be supplied to regulators for risk management purposes (as well 

as the more traditional market abuse monitoring).41 

 

While the above language emphasizes derivatives, the broad call for more transaction-related 

information has direct application to the tracking of illicit transactions. As an entity that has 

focused on international financial transactions for nearly four decades,42 SWIFT has a wealth of 

experience that can be extremely valuable in addressing new modes of money movement. Self-

regulation in SWIFT is aided by the common use of a proprietary communications platform by 

more than 9,000 banking organizations in more than 200 countries.43 

 

It is also important to advocate for appropriate forms of self-regulation by MMT service 

providers, but, in doing so, to recognize how different that industry is from the traditional 

banking industry. While traditional banks have a common platform in SWIFT, MMT involves 

multiple platforms. In addition, while SWIFT participants are often traditional banks, MMT is 

rapidly turning companies originally structured to deliver mobile voice, data, and video into the 

primary, and often only, banking platforms for millions of people. MMT service providers do not 

have a decades-long institutional heritage of developing and deploying systems to identify illicit 

financial transactions.  

 

Procedures for analyzing MMT transactions of critical national security importance need to be 

set up well in advance of their use. If, for example, the process of investigating information 

suggestive of an imminent terrorist threat calls for following a specific movement of money from 

a source in Europe through a series of MMT transactions, the ability to identify the chain of 

custody as the money moves in hours or days instead of weeks or months could prove critical. 

 

Collaborative mechanisms should be established not only within but also across the various 

industries involved in the movement of money. This can enable the MMT providers, the 

traditional banks, Internet service providers, and governments to track illicit financial flows that 

may attempt to hopscotch across five, 50, or 500 intermediate points and, thus, to counter 
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obfuscation strategies that would have been prohibitively complex only a few years ago but are 

within easier reach today. 

 

Government/Industry Collaboration 

 

In addition to fostering self-regulation within the various industry sectors involved in the 

movement of money, the U.S. government should establish an interagency government/industry 

working group or expand the charter of an existing group to focus specifically on emerging 

financial threats. This group should include intelligence and law enforcement agencies as well as 

private sector participation from the banking industry and Internet-based businesses, including 

companies that provide or facilitate the use of virtual currencies.  

 

Several existing efforts provide good examples to serve as models or perhaps to play a role in 

this effort. In December 2010, the National Institute of Standards and Technology, the Science 

and Technology Directorate of the Department of Homeland Security, and the Financial Services 

Sector Coordinating Council44 announced a collaboration45 to jointly, among other things, 

“identify and overcome cybersecurity vulnerabilities” and “develop more efficient and effective 

cybersecurity processes that benefit critical financial services functions and may also benefit 

other critical infrastructures.”46 Another potential model can be found in the FBI’s Business 

Alliance and Academic Alliance partnerships47 that engage the American business and academic 

communities on issues of counterintelligence. While the issues in both cybersecurity and 

counterintelligence can be different in nature and scope from those involved in tracking illicit 

financial transactions, there are clear areas of overlap as well. For example, identifying and 

eliminating vulnerabilities in financial transactions systems that might be exploited to delete or 

alter records of illicit transactions falls under the umbrella of cybersecurity. 

 

Technology 

 

Technology itself is a critical aspect of the solution in several respects. First, government 

agencies need to maintain an understanding of the novel methods being used to move money. On 

June 14, 2011, Bitcoin open source project lead Gavin Andresen gave a presentation to a CIA 
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conference on emerging technologies.48 Afterward, Andresen had little to say about the meeting 

other that it “went well.”49 While there was ample speculation as to why Andresen was there, 

even on Andresen’s own forum, the fact that the visit occurred shows that the importance of 

understanding virtual currencies—and by extension, the wider set of methods that can be used to 

mask illicit financial transactions—is understood in the intelligence community. 

 

Second, information processing methods that can appropriately detect and trace illicit financial 

transactions should be developed or, if they exist already in other fields or applications, adopted. 

One useful precedent lies in methods for anonymizing customer data to allow analysis while 

simultaneously preserving privacy in more traditional consumer Internet applications.50 Similarly 

anonymized data could be generated for transactions conducted using MMT or virtual 

currencies, and only under proper legal authority could attempts be made to reduce the 

anonymity of a particular transaction. 

 

Another set of relatively low-tech but still useful solutions pertains to systems that can monitor 

the premises where MMT agents conduct business. Digital image and video recording is now 

routinely used in venues as diverse as banks, stores, and taxis. A properly designed system could 

aim to ensure that cash could only be accepted or disbursed when both the agent and the person 

providing or accepting the cash were on video. Even though there are various ways a video 

system could be temporarily disabled or circumvented, it could still provide a disincentive for the 

conduct of illicit transactions, either with or without agent complicity. As an ancillary benefit, 

such a system would also increase safety for agents. 

 

Cultural Changes 

 

Cultural shifts within government agencies are another important part of the solution. In many 

agencies, resources are associated with static, defined categories, strategic shifts are heavily 

scrutinized both internally and externally, and embracing new technology and new approaches 

can be politically risky. These characteristics are poorly suited to tracking criminal activity by 

entities that operate in borderless, streamlined, nonsystematic, multidisciplinary ways.51 As a 

recent paper on the fight against terror observed, terrorists “are loosely organized into myriad 
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cells and flexible networks” and “have virtually no infrastructure for allied forces to target, and 

their capabilities outlast their leaders,”52—a description that needs only slight modification to be 

an apt description of the networks that are emerging to support obfuscated financial transactions 

on the Internet.  

 

In particular, the concept of asymmetry, which is well recognized in the intelligence and military 

communities,53 should be explicitly considered with respect to illicit financial transactions. One 

of the most important tools in addressing these issues relates to defining new ways to acquire and 

share information about these transactions. In doing so, however, it is important to also avoid 

creating systems that expose information to such an extent that it is more likely to be improperly 

divulged, as was the case with the leaks of classified information on Wikileaks. 

 

Privacy 

 

Finally, any discussion of acquiring and sharing information aimed at combating illicit financial 

activity conducted using new technologies will involve the issue of privacy rights. As the recent 

struggle to pass a House of Representatives bill that would have required Internet service 

providers to store certain types of information for 18 months shows,54 there are highly divergent 

views in the legislative and broader community on how to achieve the proper balance between 

preserving privacy and preventing criminal activity.  

 

There are no easy answers regarding how to achieve this balance. However, those involved in 

developing solutions to the challenges posed by illicit financial transactions can assist the 

legislative process by explaining the types of information available under different monitoring 

models and the extent and manner to which that information could possibly be tied to specific 

transactions or individuals. While this will not eliminate the existence of highly divergent views 

on privacy, it will at least help ensure that decisions regarding what solutions to implement are 

made with an informed understanding of their privacy implications. 
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Conclusions 

 

For the United States to ensure its national and financial security, the ability to understand the 

massive flow of digital information that is the global financial system today, from micro to 

macro, and from baht to Bitcoins, is of fundamental importance. Where once the numbered 

Swiss bank account, the wire transfer to a shell corporation, or, as in All the President’s Men, a 

paper bag containing $25,000 in cash were primary means for covert financial activity, the 

Internet and mobile phone networks are the potential setting for a vastly expanded set of new, 

digital avenues for conducting hidden transactions.  

 

Given the rate of change of the digital landscape, any set of solutions constructed based on a 

single snapshot in time will quickly become obsolete. However, by creating the collaborations, 

regulatory frameworks, and technologies that reflect today’s more fluid and diverse financial 

transaction environment, government and industry will be better positioned to address illicit 

transactions today and to adapt to address those of the future. 
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